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What is a Foreign National

e A Foreign National is someone who is NOT one of
the following:
— A U.S Citizen,

— Someone who has been granted permanent residence, as
demonstrated by the issuance of a permanent resident
visa (i.e., "Green Card"); or

— Someone who has been granted status as a "protected
person" such as a refugee, asylee,

— or someone qualified for amnesty.

e EAR: The latest acquired country of citizenship or
permanent residence.

e ITAR: All citizenships including the country of
birth.
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What is a Deemed Export?

 Release of “technology” or source code* to a Foreign
National in the U.S.

 This is "deemed" to be an export to the home country or
countries of the foreign national and may require a
license under the EAR.

 Deemed Re-exports may also require a license. The
company that releases the U.S. technology is responsible
for obtaining the license.

*Publicly available Encryption source code requires notification to BIS.
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Deemed Re-Exports

e The transfer of controlled U.S. technology to a
third-country national overseas (e.g. a Chinese
citizen working in Germany).

e Foreign firms transferring U.S. controlled
technology to a third country national must obtain
the license.




A I—1] Beth Peterson
W Enterprises, Inc.

What is Considered Technology?

e “Technology” — Is specific information necessary
for the development, production, or use of a
product. The information takes the form of
"technical data" or “technical assistance”.

— "Technical data” may take forms such as blueprints,
plans, diagrams, models, formulae, tables, engineering
designs and specifications, manuals and instructions
written or recorded on other media or devices such as
disk, tape, read-only memories.

— “Technical assistance” may take forms such as
Instruction, skills training, working knowledge, or
consulting services.
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What is “Use” Technology?

e “Use” technology Is specific data required for:
— Operation
— Installation
— Maintenance
— Repair
— Overhaul
— AND Refurbishing

e The technology must be required to “replicate or
Improve the design of the controlled item being
operated”.
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Encryption Technology

e Foreign Nationals can use encryption source and
object code while in the U.S. without a license.

e Providing technical assistance (instruction,
training, etc.) to a Foreign National is considered a
deemed export subject to licensing.

e Encryption technology licensing is based on the
following:
— Encryption level (Restricted, Unrestricted, Mass Market)
— Government or Military End User.
— Country of Nationality.
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When is a License Required?

e Licenses are required for release of controlled
technology or software to a foreign national only if
a license is required for the export of such items
to the home country.

 If a license exception can be used for the export of
such items to the home country, it can also be
applied to the deemed export to the foreign
national.
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Country Chart — Part 738

Reasons for

Commerce Country Chart Control
Reason for Control -

Countries T eapons ' Nonprolferation  Secwty  Tech  Subliy  Comvention Contro Yorroriam

e SR U NN S S S N M S ER S S
Burma X1 X[ X X X | X X X| X X X
Burundi X1 X X X1 X X X| X X X
Cambodia X | X X X | X X X| X X X
Cameroon X| X X X | X X X| X X X
Canada X X
Cape Verde X1 X X X | X X X| X X X
Central African Republic X | X X X | X X X | X X X
Chad X1 X X X1 X X X| X X X
Chile X1 X X X | X X X| X X X X

X| X| X X X | X X X| X X X

X X X X X X] X X X
. X| X]| X X X| X X X| X X X
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Commerce Country Chart

Degree of

Countries i Weapons Nonproliferation  Security Tech Stability ~ Convention Control Terrorism
\ F S P N S S S N W S A S SR |

Burma X X | X X X | X X X| X X X

Burundi X X X X[ X X X[ X X X

Cambodia X X X X | X X X| X X X

Cameroon X X X X | X X X| X X X

Canada X X

Cape Verde X X X X | X X X[ X X X

Central African Republic X X X X X X X | X X X

Chad X X X X | X X X[ X X X

Chile X X X X | X X X| X X X X

China X X | X X X | X X X| X X X

Hong Kong X X X X X X| X X X

Taiwan X| X| X X X| X X X| X X X
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2. “Soffware” primandy useful for the
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alectronic commumications.

Faaron for Contral: K5, AT
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2z described in the Lizse of Items Comeralled. wmdar Licenss Excepions.

Licenze Reguirsments Licenze Exceptions

Dok 14, 2008
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Deemed Export vs. Technology Export

e Deemed export — the release of controlled
technology to a Foreign National while in the U.S.

— Specific to an individual.

e Technology export—the actual shipment or
transmission of U.S. controlled technology to a
company in a foreign country.

— Specific to the country and (end user) company.

12
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Common Methods of “Release”

e Release can occur via:
— Visual inspection
— Conversation
— Working Knowledge
— Demonstration of Repair

e Methods include:
— Telephone conferences
— Email and Fax
— Training Sessions
— Company Intranet
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Every Day Situations — Deemed Export

Formation of a joint venture or merger with a
foreign company.

Foreign affiliate employees permitted access to
company’s intranet.

Vendors permitted access to technology in course
of providing goods or services.

Collaboration among U.S. employees and foreign
affiliate employees.

Foreign nationals employed by a customer are
receiving training on your technology.

14
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Visitors, Trade Shows, Conferences

e Office/Facility Tours — You have decided to give a

tour to a Foreign National who Is a prospective
customer. The tour inadvertently passes

through the engineering area where blueprints
and other technical documents are on display.

Trade Shows — You're attending a trade show
frequented by Foreign Nationals from countries
to which your product would commonly require
an export license. In discussing your product
you reveal proprietary information not covered in

your sales literature.
15
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Licenses for Deemed Exports

e In FY2007, BIS approved 88% of deemed export
licenses submitted.

— 12% of the applications were returned without action.
— Less then 1% were denied.

 Almost 60% of the licenses were for Chinese
Foreign Nationals.

— 13% from Russia
— 6% from India
— 3% from lran

e |t took BIS about 40 days on average to process
a deemed export license in 2007.
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-9 Eligibility to Work

* Not all I-9 Documents
confirm Nationality

 81606.3 of Title 29: The
national security
exception.

* Itislegal to deny
employment to any
individual who does not
fulfill the national security
requirements stated in
section 703(g) of title VII.1

LST A

Docurents that Establish Both
Identity and Employment
Eligibility

1. U.Z. Passport [umexpired or
eamired|

2. Certificate of W.E. Citizenship
(WS Farm N-550 ar N-5E1)

3. Certificate of Nataralization
(WS Farmy N-550 or N-573)

4. Unexpired foreign passport.
with -557 siamp or attached
NS Form 54 indicating
uniexpired smployment
authorzation

5. Permanent Aesident Card or
Alien Registration Receipt Cand
with photograph [INS Form
157 or i-551}

B. Unexgpired Temporary Fesident
Card (INS Farm I-688)

7. Unexpired Employment
Authorzation Card (WS Form
-EEgA)

8. Unexpired Reentry Permit (NS
Form -327)

9. Unexpired Refugee Travel
Deocwment TS Form FST1

10, Urespired Epmiployment

LISTS OF ACCEFTAELE DOCUMENTS

OR

Luthorization Document issued by

the INZ which contains 2
photograph (WS Form -6555)

LISTE

Docunsents that Establish

lgentity AND

1. Driver's license or |0 card 1.

izzued by a state or cutlving
possession of the United States
provided it contains a

photograph or information such as
name, date of birth. gender,
heighit, eve color and address

2. 10 card issued by federal. state
ar local government agencies ar
enttes, provided it contains &
ohotograph or information such as
name, date of birth. gender.
neight, eve color and address

3. School 10 card with a
photograph

4. Voter's registration card

3. W3S M3ary card or drafi record

6. Mtary dependent's 10 card 4.

7. 5. Coast Guard Merchant
*arirer Card

5.
8. MNative Smerican tribal decument
9. Driver's license issued by &
Canadian government authority .
Far persons under age 18 who
are unable to present a
document Fsted above:
7.

10. School recerd or report card
11. Climic. doctor or haspital record

12. Day-care or nursery school
record

LETC

Documents that Establizh
Employment Eligibility

5. social security card issued
by the Social Security
Adrinistration lother than 2 card
sfating it is nof valhd for
employmernt

Certification of Brth Abroad

issued by the Departrent of
State (Form F3-545 or Form
03-1aso

Original or certified copy of a
birth cerfificate issued by a state.
courty. municipal suthorty or
cutlying possession of the United
Stwates bearing an official zeal

Hatrve American trival document

U.5. Citizen |0 Card (W3 Form
197

ID Card for use of Resident
Citizen in the United Jtates
(NG Eorem 27780

Unexpired employment
authorzation decurnent isswed by
the INS fotfier than fhose listag
wngher List 4]
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National Security Exception

e Equal opportunity employer.
— Title 7, Section 703 of Civil Rights Act

e National Security exception (Title 29, section
1606.3 of the CFR) will apply for employment
In certain technical positions.

e Deemed export license application process
Involves identifying the nationality of the
individual.

18
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Dual Citizenship/ Permanent Resident

e As a general principle, a Foreign National’s most
recently obtained citizenship governs the licensing
regquirement.

< A Foreign National’s most recent Permanent
Residency is also viewed as the EAR residency

e If an Indian Foreign National becomes a citizen or
permanent resident of the U.K. but retains Indian
citizenship, the most recent citizenship is with the
U.K. and releases of technology would be viewed
as releases to the U.K.

19
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Penalties & Violations

Administrative penalties up to $250,000 per
violation.

Criminal penalties of up to $1 million per violation
and up to 20 years in prison.

Denial or restriction of export privileges.
Bad public relations.

Under the Immigration and Naturalization Act a
Foreign National can be rendered inadmissible or
deportable if he or she is found to have
circumvented regulations or is in breach of export
control laws.

20
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Violation Examples

 The Violation: On 21 occasions between 1996 and
2000, Fujitsu Network Communications, Inc.

failed to obtain the required BIS licenses.

— Release of controlled technology to foreign nationals from the
PRC and Ukraine employed by the firm in the U.S.

— The employees were conducting research on the development
and manufacturing of commercial digital fiber optic
transmission and broadband switching equipment, software,
and technology controlled for national security reasons.

e The Penalty: $125,000 administrative penalty.

e Mitigating Circumstance: Fujitsu voluntarily self-
disclosed the violations and cooperated fully with
the investigation.

21
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Deemed Export Program

e Training for all employees.
e Hiring & employment policy.

— HR notifies compliance manager when a foreign
national engineer leaves the company.

— Candidate Questionnaire.
— Technology Control Plan.

e Denied party screening.
e Firewalls around sensitive technology.
= Physical access points are monitored.

22



A I—1] Beth Peterson
W Enterprises, Inc.

Deemed Export Questionnaire

The followmg questions are bemg asked to determme whether vou are subject to these regulations
and, if so, to assess your country of chargeability for export control pmrposes. Tlis information
will be used for export control evaluation purposes only. The decision whether or not to file or
pursue an export license applicationis at — = sole election.

1. ARE YOU ONE OF THE FOLLOWING:

Citizen or Mational of the Unuted States.

Lawtul Permanent Resident.

Person granted Refugee status.

Person granted Asylum.

Tempotary Bestdent (granted under Amnesty or Special Agricultural Worker provisions. The
term “Temporary Fesident” does not include persons in nommmigrant status such as H-1B,

1-1,F-1, etc)?

Yes STOFP. If“Yes", do not answer any of the following questions. Please proceed directly
to Bignature Section on the bottom of this document.

No If “No”, please proceed and complete Guestions 2 and 3, below.

!,J

HAVE YOU EVER ACQUIRED CITIZENSHIP, NATIONALITY, OR PERMANENT RESIDENT STATUS IN A
COUNTRY OTHER THAN YOUR PLACE OF BIRTH?

Yes If “Tes” please provide detatls (country(s), type of status, date of acquisition):

23
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Obtaining Export Licenses

e Your company should determine whether to
proceed with License Application or not based on:
e Likelihood of approval.
= Availability of candidate during application period.
= Cost.

24
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Export License Application Requirements:

e Multipurpose Form BXA-748P.
e Letter of explanation.
e Resume.

= Applications must include the following:

— The exact project location, how and in what form the
technology or software will be used.

— A description of the type of technology based on the
type of product the firm designs, develops, fabricates,
manufactures, or produces.

— A description of the job and why access to the
technology is required.

— The applicant’s technology control plan.

25
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License Renewals & Extensions:

e Both the license renewal application and a
written request for extension must be received
by BIS at least 45 days prior to the expiration
of the existing license to receive the automatic
six-month extension.

e Deemed export license validity periods will be
tied to a foreign national’s visa expiration date
If that expiration date extends beyond the
standard two-year license validity period.

26
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Deemed Export Best Practices

e People
— Train Sales, Engineering and HR.

— ldentify country of nationality for all employees &
consultants.

— Screen all employees, customers, suppliers, consultants
and representatives against the RPL.

— Carefully adhere to basic employment rules in
interviewing and hiring foreign nationals.

— HR must be aware of the Title VII issues regarding
questions relating to national origin.
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Deemed Export Best Practices

- People

— Make export compliance a condition for employment or
engagement.

— If position/job requires license, monitor compliance,
duties and immigration status (e.g. Green Card
Renewal).

— Review — Go through the Visas with HR
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Deemed Export Best Practices

e Systems

— Maintain effective security controls of company intranet,
servers and databases.
e Facilities
— Physical access controls to all areas where technology is
developed and discussed.
— Electronic and physical surveillance.
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Exercise #1

e You want to hire an employee that will have
access to U.S. technology that would require a
license from BIS for foreign nationals from India.
The individual has a dual citizenship of the U.S.
and India. Is a license required?

e No, the U.S. citizenship under the EAR does not
require a license for deemed exports.

e Under ITAR, the individual could require a
license.

31
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Exercise #2

< An Chinese foreign national who is on sabbatical
from a Chinese company that is on the Entity
List wants to work with your firm in our
executive training program where we will
discuss proprietary technology which is not
controlled to China. You will have had an
ongoing exchange of executives and scientists

from this organization for years. Is a license
required?

32
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Answer

e Yes, you are required to apply for a deemed
export license. Any export which includes
transfers of technology to foreign nationals
requires a license to organizations on the Entity
List. Because the Chinese foreign national is still
employed by the organization that is on the Entity
List, a technology transfer to him or her is

considered a technology transfer to the employer
organization.

33
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Exercise #3

e You e-mail blueprints to an employee of
you US supplier, with whom you have a

non-disclosure agreement in place. Do you
require a license?

Answer: Maybe. Even with an NDA, you are
required to inquire on the nationality of the
receivers of you controlled tech data to
determine if you need a license.

34
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Exercise #4

e You bring in a dual national, Honduras and
more recently Hungary, to view
engineering plans for a machine with an
ECCN of 2B001, which requires a license
for Honduras. Do you require the license?

eAnswer: No. Release of controlled technology
to that individual would be treated as if the
Individual was in Hungary which does not

require a license. The more recent citizenship
holds precedence.

35
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Additional Deemed Export Materials

- www.bpeglobal.com
— Login: BPEDE
— Password: expOrt

Home Aot Us Services Training Merwes Ingights & Reports Cortact Us Sign In

Oscar Winning Deemed Export Programs

Thank yau foryour participation in this BPE training course. The fallowing are assessorial
materials to support your leaming experience.

Training Presentation - with Exercises

# Oscariinning Deemed Export Programs

Deemed Exports

# BPE Deemed Export checklist
* hergers, Acquisitions and Divestitures

Glossary

+ HPE Glogsary

Don't hesitate to email us direct atinfo@bpeglobal.com or call us at 415-845-8967 with
any gquestions.

Copyright 2003 & Beth Peterzon Enterprizes, Inc Terms of Use
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